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Disclaimer

The views and opinions expressed herein strictly represent 
those of the presenters at this moment, and may not 
necessarily agree with positions of ICC Commissioners or 
Commission Staff.  The presenters reserve the right to change 
those views and opinions as new information becomes 
available. 



4.25.18 
Discussion 

Topics

I. Introduction to Information Security

II. Complexities of Contemporary Utility Operations

III. What is Critical Infrastructure Information (CII)?

IV. Interaction between a PUC and a Utility

V. Existing Legal Protections for CII

VI. Possible Solutions

VII. Questions 
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Availability can 
be 

Compromised
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SCADA 

Information 
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Governments 
Add Risk to 

Data 
Protection

Ways to access PUC held information:
• Unintentional Disclosure

• Breach
• Insecure Transfer 

• Intentional Disclosure
• FOIA
• Litigation
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Who are the 
Adversaries?



What the 
Adversaries 

Want to Know / 
What They 

Might Already 
Know?

How utilities are securing their systems
• Mitigation strategies

• COOP and other response plans, playbooks

• Training materials

• Schematics and Blueprints 

What specific devices are used by the utilities
• Whether they contain any vulnerabilities

• Example: DragonFly 2.0 Campaign – Searched Publicity 
Photos (revealed type and status of equipment)

Where the gaps are
• Results of: Risk assessments, vulnerability assessments, 

and sources of threat data

• Interdependencies 
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Methodology



Attacker 
Methodology,

Performing Reconnaissance
• Network
• Technology
• Business Process

• How personnel operate
• Emails and calendar entries

• Security priorities
• “If an adversary knows, for example, that a 

company’s security team is measured by how 
quickly it remediates incidents, an attack may 
include malware that’s easy to discover as a way to 
distract them from the real operation.”

Scanning and enumeration
• Passive information gathering
• Active information gathering
• Open-source reconnaissance: gathering 

information posted on company-controlled 
websites.



Attacker 
Methodology, 
Recon Cont.

Scanning and enumeration Cont.
• Open-source reconnaissance: gathering information posted 

on company-controlled websites.
• “In some cases, information posted to company websites, especially 

information that may appear to be innocuous, may contain 
operationally sensitive information. As an example, the threat 
actors downloaded a small photo from a publicly accessible human 
resources page. The image, when expanded, was a high-resolution 
photo that displayed control systems equipment models and status 
information in the background.” TA18-074A: Russian Government 
Cyber Activity Targeting Energy and Other Critical Infrastructure 
Sectors



Even Seemingly 
Mundane 
Business 
Process 

Information 
can be 

Sensitive

Reported hacks on Russian banks

• After gaining access to the 
systems, the attackers 
monitored the compromised 
computers to learn bank 
procedures over months.

• “The goal was to mimic their 
activities . . . that way, everything 
would look like a normal, everyday 
transaction”



Why would a 
PUC want to 

Collect 
Cybersecurity 
Information 

from Utilities?

Generally
• Rate cases

• Siting applications

• Required periodic reporting

• Incident reporting

Specific to Cybersecurity:
• Responsible for knowing what is going on

• Ensuring they are doing enough

• Driving them to do more

• Peer assessment, helping them compare to each 
other

Dated but Valuable Reference:  2007 NARUC – Information Sharing Practices 
in Regulated Critical Infrastructure State Analysis and Recommendations 



What 
Information 

does the PUC 
want to 
Collect?

How utilities are securing their 
systems

• Mitigation strategies
• COOP and other response plans, playbooks
• Training materials
• Schematics and Blueprints 

What specific devices are used by the 
utilities

• Whether they contain any vulnerabilities

Where the gaps are
• Results of: Risk assessment, vulnerability 

assessment, sources of threat data
• Interdependencies

Does this Look Familiar?



Why this 
Matters?

The need for information
• “The key to keeping the system running is not 

only adequate investment and physical 
protection of the systems from disasters, but 
also trusted communication about 
vulnerabilities, threats, and recovery 
procedures”

The need for cooperation
• “Utility commissions can only do their job 

well if the companies they regulate share 
information with them in an atmosphere of 
trust and confidence, and the regulated 
companies may be reluctant to initiate a rate 
case if they feel that it will likely require them 
to divulge sensitive information about their 
systems.”



Information 
Sources



What 
Information 

does the PUC 
want to 
Collect?

How Specific?
• Standards, Frameworks, Programs
• Strategies
• Procedures
• Network topography
• . . . down to . . . 
• Devices

• Vendors

• Models

• Software versions
• Configurations

Recall earlier slide: “If an 
adversary knows, for example, 
that a company’s security team 
is measured by how quickly it 
remediates incidents, an attack 
may include malware that’s easy 
to discover as a way to distract 
them from the real operation.”



How to 
Protect from 
Unintentional 

Disclosure? 
Technical

What to collect?
• How granular?

• What not to collect?

How to collect?
• Written?
• Briefings?

• Honor system, Chatham house rule?
• NDA?

How to Store?
• Digital

• IT Security?
• Paper

• Physical Security?
• (how long?)

Who has access?
• Insider threat

How often to review process for collection
• Training
• Petrify/cement institutional knowledge



How to Protect 
Against 

Intentional 
Disclosure?

Legal

Common law
• Displaced by Federal FOIA

• Alive in limited circumstances in the states?

Statutory
• Freedom of Information, Open Records, 

Sunshine, Right to Know, etc.

Rules of Evidence
• In litigation

Administrative rules
• In administrative proceedings

• How does ALJ decide?
• Protective orders?

• What is in the administrative procedures in each 
state?



FOIA

Analysis
• Public record?
• Exemption?

• Specific Exemptions
• Definition of critical infrastructure information?

• Exemptions with reference to federal law?
• Exemptions in the interest of general health and security of the 

public?
• Extension of commercial and proprietary information?
• Catch-all?

Landscape
• Federal FOIA, PCII Program (6 CFR 29.8)

• “PCII is made available only to those federal, state, tribal, and 
local government employees and their contractors who:

• “Are trained in the proper handling and safeguarding of PCII.”
• “Have homeland security responsibility as specified in the Critical 

Infrastructure Information (CII) Act of 2002, the Final Rule, and 
the policies and procedures issued by the PCII Program.”

• “Have a need to know the specific information.”
• “Sign a Non-Disclosure Agreement (nonfederal employees).”

• State
• “State FOIA Laws are not generally superseded or limited by 

Federal law.”



Case Law 
from Various 
Jurisdictions

Northwest Gas Ass'n v. Washington Utilities 
and Transp. Com'n, 141 Wash.App. 98 (2007)

County of Santa Clara v. Superior Court, 170 
Cal.App.4th 1301 (2009) 

Office of People's Counsel v. Public Service 
Com'n, 21 A.3d 985 (2011)

Crawford v. New York City Dept. of Information 
Technology, 43 Misc.3d 735 (2014)

Smith on behalf of Smith Butz, LLC v. 
Pennsylvania, 161 A.3d 1049 (2017)



Moving 
Forward

• Federal PCII Program  (https://www.dhs.gov/pcii-program)

• State FOIA Legislation

• Administrative Rules / Procedures

• Create entity within state responsible for 
received CII (e.g. NJCCIC) (“Bailee”?)

https://www.dhs.gov/pcii-program
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